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● What’s Next
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Defining Privacy
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Carnegie Mellon Privacy Illustrated

http://cups.cs.cmu.edu/privacyillustrated/

http://cups.cs.cmu.edu/privacyillustrated/
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Being alone and creating 
private spaces

http://cups.cs.cmu.edu/privacyillustrated/

Me hiding under the covers 
in my bedroom

- Age 5

http://cups.cs.cmu.edu/privacyillustrated/
http://cups.cs.cmu.edu/privacyillustrated/wp-content/gallery/everything/DSCF6617.jpg
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Privacy from physical 
exposure

http://cups.cs.cmu.edu/privacyillustrated/

My sister knocking at my 
door when I’m changing

- Lucinda, age 8

http://cups.cs.cmu.edu/privacyillustrated/
http://cups.cs.cmu.edu/privacyillustrated/wp-content/gallery/scitech-oct-2018/Oct-2018-Sci-Tech-Privacy-non-experts_Page_12.jpg
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Having space around you 
or between you and other 

people

http://cups.cs.cmu.edu/privacyillustrated/

Someone leaving me alone 
in the bathroom

- Eli, age 7

http://cups.cs.cmu.edu/privacyillustrated/
http://cups.cs.cmu.edu/privacyillustrated/wp-content/gallery/scitech-oct-2018/Oct-2018-Sci-Tech-Privacy-non-experts_Page_06.jpg
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Privacy of thoughts and 
ideas

http://cups.cs.cmu.edu/privacyillustrated/

If people could read your 
thoughts that would be 

creepy

- Elizabeth, age 11

http://cups.cs.cmu.edu/privacyillustrated/
http://cups.cs.cmu.edu/privacyillustrated/wp-content/gallery/scitech-stem-festival-2017/Privacy-Scans-11-30-17_Page_6.jpg
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Surveillance

http://cups.cs.cmu.edu/privacyillustrated/

Tenna, postdoc, age 34

http://cups.cs.cmu.edu/privacyillustrated/
http://cups.cs.cmu.edu/privacyillustrated/wp-content/gallery/cmuprivacyday2015/CMUPrivacyDay2015drawings_Page_10.jpg
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Online privacy

http://cups.cs.cmu.edu/privacyillustrated/

Maya, age 11

http://cups.cs.cmu.edu/privacyillustrated/wp-content/gallery/everything/DSCF6682.jpg
http://cups.cs.cmu.edu/privacyillustrated/
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Defining Privacy

● Data privacy as a fundamental right
● Data privacy includes a person’s control over how someone’s 

personal information is shared
● Data privacy is subjective
● Data privacy is contextual



pipc.tech

Privacy was once misconstrued as 
being about hiding and secrecy. Now 

it’s understood to be something much 
more pressing: power dynamics 

between the individual, the state and 
the market.  [Data protection] must 
seek to mitigate the inherent power 

imbalances between people — and 
those that collect, process and profit 

off their data.

- Frederike Kaltheuner



Whether a particular 
problem is classified as one 

of privacy is not as 
important as whether it is 
recognized as a problem

- Daniel Solove
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Defining Privacy Through Harms

Harm Description

Physical Harms Result in bodily injury or death

Economic Harms Monetary losses or a loss in the value of something

Reputational 

Harms

Injuries to an individual’s reputation and standing in the community (whether information is 

accurate or inaccurate)

Psychological 

Harms

Emotional 

Distress

Includes a wide range of emotions, including annoyance, frustration, fear, 

embarrassment, anger, and various degrees of anxiety.

Disturbance Unwanted intrusions that disturb tranquility, interrupt activities, sap time, and 

otherwise serve as a nuisance.

Relationship 

Harms

Causing damage to important relationships—whether personal, professional, or 

organizational—that are important for one’s health, well-being, life activities, and functioning 

in society because someone did not maintain the confidentiality of information they were given 

and therefore damaged trust.
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Defining Privacy Through Harms
Harm Description

Autonomy Harms

Restricting, 

undermining, inhibiting, 

or unduly influencing 

people’s choices

Coercion Impairment on people’s freedom to act or choose

Manipulation Undue influence over people’s behavior or decision-making

Failure to Inform Failure to provide people with sufficient information to make decisions

Thwarted 

Expectations

Information collection, use, or sharing that undermines people’s 

choices

Lack of Control Inability to make meaningful choices about one’s data or prevent the 

potential future misuse of it

Chilling Effects Inhibiting people from engaging in lawful activities

Discrimination Harms Entrenching inequality and disadvantaging people based on gender, race, national origin, 

sexual orientation, age, group membership, or other characteristics or affiliations. Can 

involve curtailment of autonomy, but also involves unequal treatment that creates shame 

and stigma and the societal consequence of further entrenching disadvantages.
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Safety Is a stranger or someone dangerous able to communicate with my child or learn 
where my child lives? 

Over-Collection 
& Over-Surveillance

How much information is being collected about my child? 

The Permanent Record Will my child’s mistakes be recorded forever?

Loss of Opportunity What information will be used to make determine which opportunities 
my child doesn’t have access to?

Equity Concerns            What if the information is biased? What if it is used in an inequitable way? 
What if my child and I can’t or don’t have access to the information or technology?

Age-inappropriate Content        Is my child accessing content that isn’t appropriate?

Social Harm Is my child being cyberbullied  or stigmatized?

Commercialization Are companies selling my child’s data or targeting advertising to them?

Risks to Students
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Edge Cases: What is a “typical child”?

Making assumptions about a 
child’s: 

● living situation
● family makeup 
● device/internet access
● socioeconomic status
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If you were…

● A child with invisible disabilities
● A child who is LGBTQIA and has a family that would harm or kick 

them out if they knew
● A child facing abuse at home
● A child with a parent who died from COVID
● A child who is undocumented, or whose family is undocumented
● A child experiencing homelessness
● A child who may not have access to a computer, a tablet, or a 

phone
● A child who may not have access to the internet or may have 

metered or slow internet

How does that change your data collection or sharing 
preferences? What risks could you face if your 

privacy is violated?
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Perception Matters Too
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One program instructed kindergarten 
teachers in sophisticated methods of 
identifying ‘target students’—those 

five-year-olds whose social and 
academic profiles were similar to 

those of adolescents who ended up in 
juvenile courts…suddenly, an unwary 
kindergarten teacher has become in 

effect a government intelligence 
agent.

- Diane Divoky, National Committee for 
Citizens in Education, 1974
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https://studentprivacycompass.org/wp-content/uploads/2021/04/FPF-Youth-Privacy-
Infographic.pdf

Challenge: Support Student Success while 
Mitigating Risks and Concerns

https://studentprivacycompass.org/wp-content/uploads/2021/04/FPF-Youth-Privacy-Infographic.pdf
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Student data privacy refers 
to the responsible, ethical, 

and equitable collection, use, 
sharing, and protection of 

student data.
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What surprised you when 
you were reading about 

privacy harms?
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What questions did the 
reading raise for you?
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What is the relationship 
between data ethics and 

privacy?
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Case Study: 
Surveying Students
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Why might your institutions 
or organizations want to 

survey students?
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Why Conduct Surveys?

● Assess student engagement
● Understand the needs of your students and families

○ Connectivity
○ Devices
○ Home circumstances
○ Personal circumstances 

■ Educational needs
■ Health needs
■ Food security

● Evaluate if something is working
● Contribute to educational research
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Protection of Pupil Rights Amendment

Requires parental notification and/or consent before minors can participate 
in surveys administered by schools that reveal sensitive information.

1. Political affiliations or beliefs
2. Mental or psychological problems
3. Sex behavior or attitudes
4. Illegal, anti-social, self-incriminating, or 

demeaning behavior
5. Critical appraisals of family
6. Privileged relationships
7. Religious practices, affiliations, or beliefs
8. Income
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Important Survey Questions

● Is student participation required? 
● Does it cover sensitive information? 

○ Not just do the questions ask about sensitive information, but will 
students put any answers that include sensitive information.

● Opt-in or opt-out? 
○ Opt-in: user will take an affirmative action to offer their consent
○ Opt-out: user will take action to withdraw their consent

● Is the survey anonymous?
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PPRA in Practice

Student Participation 
Required

Covers Sensitive 
Information

Opt-in/Opt-out

Yes Yes
Provide notice and parents must opt in for the 

student to take the survey

Yes No Provide notice and parents have the right to opt out

No Yes
Provide notice and parents have the right to opt out

(but check your specific state law first)

No No
Provide notice only if the survey was created by a 
third party. In that case, parents have the right to 

opt out. 
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School SEL and Meditation App
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Safety Is a stranger or someone dangerous able to communicate with my child or learn 
where my child lives? 

Over-Collection 
& Over-Surveillance

How much information is being collected about my child? 

The Permanent Record Will my child’s mistakes be recorded forever?

Loss of Opportunity What information will be used to make determine which opportunities 
my child doesn’t have access to?

Equity Concerns            What if the information is biased? What if it is used in an inequitable way? 
What if my child and I can’t or don’t have access to the information or technology?

Age-inappropriate Content        Is my child accessing content that isn’t appropriate?

Social Harm Is my child being cyberbullied  or stigmatized?

Commercialization Are companies selling my child’s data or targeting advertising to them?

Risks to Children





What privacy risks or concerns could 
this raise?
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What privacy risks or 
concerns could this 

raise?
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What privacy risks or concerns could this raise?





What privacy risks or concerns could this raise?





What privacy risks or concerns could this raise?
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What could be accuracy problems with 
systems that evaluate SEL skills or mental 

health indicators?

➔ Can your program or initiative demonstrate that:
◆ The system won’t make false or misleading 

assessments? 
◆ People using the system are trained to recognize 

situations where false results are likely? 
◆ Robust, audible oversight of the system is in place?
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What could be discrimination problems with 
systems that evaluate SEL skills or mental 

health indicators?

➔ Where does the data that the system is using come from? Who 
gathered that data, with what tools, and for what purpose?

➔ If the system works without errors, does it still perpetuate 
injustice? 

➔ What are the explicitly intended and allowable uses of the 
system?

➔ Can your program or initiative demonstrate that the system will 
not replicate historical patterns of bias like racism or sexism?
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How could risks be reduced or 
eliminated?

Risk Options to reduce or eliminate 

risk

Effect on risk
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Embedding Ethics and 
Cultivating a Culture 

of Privacy
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A culture of privacy within schools 
means everyone who has access to 

students’ personal information is trained 
and knows why and how to effectively 

and ethically collect, use, share, protect, 
and secure it.
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A Culture of Privacy Includes…

● The actual “meat” of the 
privacy initiative (This is an 
enabling factor)

● Leadership level adoption of 
common privacy value 
message

● Staff cooperation and buy-
in

● Ongoing awareness of the 
privacy “system”

● Ongoing reinforcement of 
privacy values, norms etc*

● Empowering staff, students, 
and parents

● Fact-based (as opposed to 
fear-based) 

● Realistic (as opposed to 
idealistic)

*Regular reinforcement, improvement and course correction (may require regular 
application of tales of woe—otherwise known as never let a crisis go to waste—humor, 
and personalization )
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You Don’t Create a Culture of 
Privacy, You Build or 

Cultivate Privacy in Your 
Existing Organizational 

Culture



So ideally, a district that's really got its 
head around it, when they introduce 

resources to teachers and how to use it, 
they have that conversation about data 

privacy. What does this resource 
collect? How is that data being shared? 
Why did we choose this resource over a 
different one in terms of data privacy?

- Dana Greenspan, former Ed Tech Specialist, 
Ventura County Office of Education, California



I knew we had gotten over the hurdle of 
awareness and acceptance when people came 
back from that [edtech] conference, the ed 

tech teachers, and the conversations weren’t 
about how great the apps were, they were 
around the privacy concerns of the apps.

That’s when I knew we made it over the hurdle of 
acceptance and awareness by the core staff in 

the district… Changing the culture of your district 
to understand why data privacy is important is 

the hard part. It did take 3 to 4 years.

- Steve Smith, Chief Information Officer, Cambridge 
Public Schools, Massachusetts and 
Founder, SDPC Consortium



And I would love it if kids would have enough 
savvy so that if they were asked to use a piece of 
software, they would be the ones who raise their 
hands and say, “This piece of software is asking 
me for my birth date. Why do they need my birth 
date? Or my SSN? Or my phone number. I’m not 
doing anything here that would need my phone 

number, so why do they need it?” The goal would 
really be to build intelligent, aware digital 

citizens as we move these kids out into the 
workforce.

- Allen Miedema, Executive Director of Technology, 
Northshore School District, Washington State
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What Doesn’t Work

● Lacking a common definition of privacy
● Privacy is not a one and done training
● Strict, overly burdensome, or punitive measures without the 

why
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Your Role: 
Raise Essential Questions
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Raise Essential Questions

● What questions are you trying to answer or what problem are 
you trying to solve?

● Where’s your community’s “creepy line”?
● What are the privacy risks posed by how you are collecting, 

using, storing, or sharing data? The key benefits?
● What governance structures, policies, and procedures do you 

have in place? 
● How can you be proactive about public communication and 

engagement around privacy? 
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Your Role: 
Making People Care



pipc.tech

How to Make People Care

What are you trying to convince people to do? What behaviors 
do you hope they start to incorporate?
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Make It Personal

Tailor to your audience
● What are common characteristics of people in that role? 
● What is a priority for that audience? (not related to student privacy)
● What might that audience want to do with data that has privacy 

implications? 
● What might that audience want to do with technology that has 

privacy implications?
● What aspects of student privacy might they care about most? 
● How might they find privacy annoying, outdated, or as a barrier to 

doing what they want? 
● How might they define privacy?
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Motivating Through Emotion or Risk 
Aversion

● Law (Compliance)
○ Legal Consequences
○ Legislative Backlash

● Actual Harm (e.g. Breach)
○ Harms to Individuals
○ Loss of community buy-in and trust

● Perception (Bad Press)
○ Internal Protests
○ Public Relations Disaster and Lasting 

Mistrust
○ Withdrawal of Funding or Project 

Collapse

Risks to Students
● Commercialization
● Equity Concerns
● Social Harm
● Over-Surveillance
● A Permanent Record
● Loss of Opportunity
● Age-Inappropriate Content
● Safety
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Motivating by Shared Vision, Goals, and 
Values

● Protecting Students
● Student Agency, Digital Citizenship
● Privacy as a Right
● Desire to build Community Trust
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Storytelling
Value:
● Stories emotionalize information, leading to better retention and 

(therefore) increased likelihood of behavioral change

Danger: 
● You may not be able to predict the emotional response, and it may not 

be the desired outcome (e.g. increased regulation without additional 
resources as a response to data breaches)

Remember: 
● Don’t confuse a headline with the story
● A cautionary tale is only useful if it point to an action or resolution
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How to Make People Care

Remember to consider
● What is your ultimate goal?
● What is the value of the data being collected/used/shared/retained? 
● What is the value of the technology being used? 
● How could you mitigate potential harms?
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The Dark 
Overlord 

Hacks

What Happened: Hacking group “The Dark Overlord” 
hacked small school districts in various states. They 
then used the data to text death threats to parents, 
sent random letters to school administrators 
referencing the shooting at Sandy Hook Elementary 
School and threatening public release of student 
health and discipline information, and posted a 
student directory online so “any child predator can 
now easily acquire new targets and even plan based 
on grade level.” Many of the targeted school districts 
had to shut down for multiple days as the threats 
were investigated - The Daily Beast; The Washington 
Post; Cyberscoop.

What could you use this story to teach? How can 
you tell this story in a way that resonates with 
your audience? How can you use it to create 
behavioral change? 

https://www.thedailybeast.com/dark-overlord-hackers-text-death-threats-to-students-then-dump-voicemails-from-victims?ref=scroll
https://www.washingtonpost.com/news/answer-sheet/wp/2017/10/26/education-department-warns-of-new-hacker-threat-as-dark-overlord-claims-credit-for-attacks-on-school-districts/
https://www.cyberscoop.com/dark-overlord-arrest-serbia/
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Accidental 
Public Release 

of Students 
Requesting 
Transfers

What Happened: Des Moines Public Schools 
accidentally published seven documents publicly 
that included names and descriptions of students 
requesting transfers to different school districts. The 
documents included why students were transferring, 
identifying by name students who were bullied or 
assaulted. The documents had been moved to a 
folder in the school district’s online system that was 
not flagged to remain private, causing the documents 
to become publicly viewable.  - We Are Iowa

What could you use this story to teach? How can 
you tell this story in a way that resonates with 
your audience? How can you use it to create 
behavioral change? 

https://www.weareiowa.com/article/news/education/des-moines-public-schools-published-confidential-documents-online-identifying-rape-bullying-victims/524-76b94c71-6d95-47f0-85ae-71218629ffaf
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CPS Open 
Data 

Data Breach

What Happened: Chicago Public Schools disclosed 
school public spending as part of its commitment to 
transparency. Information was not redacted on 
spending for special education student services, 
including student names, the type of special 
education services being provided, and the frequency 
of those services. This information was in 
spreadsheets downloadable for anyone who 
accessed their website, with data available between 
2013 and 2016. In just the 2015-2016 records, there 
were 1,600 instances where student names and their 
services were listed - Chicago Sun-Times

What could you use this story to teach? How can 
you tell this story in a way that resonates with 
your audience? How can you use it to create 
behavioral change?

https://chicago.suntimes.com/2017/2/25/18343678/cps-privacy-breach-bared-confidential-student-information
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Data Breach of 
Free Meals 

Program 
Company

What Happened: A company hired to run school 
district free meals programs had a data breach 
discovered in December 2019. The data that was 
exposed includes 867,000 student names, student 
IDs, dates of birth, and possibly social security 
numbers. - Fox 13 News; Westlaw

What could you use this story to teach? How can 
you tell this story in a way that resonates with 
your audience? How can you use it to create 
behavioral change? 

https://www.fox13news.com/news/students-in-2-bay-area-counties-may-have-had-identity-stolen-by-hackers
https://today.westlaw.com/Document/Iec7f152d9dd811ebbea4f0dc9fb69570/View/FullText.html?contextData=(sc.Default)&transitionType=Default&firstPage=true
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For Your Toolkit: Student Data Privacy and Data 
Ethics Scenarios

Purpose: Help educators understand privacy risks and ethical concerns 
that arise in school-based situations and provide expert guidance on 
legal obligations and best practices for protecting student data privacy.

Audience: Educators at all points in their careers. 

How: Authentic scenarios 
1. Scenario description 
2. Questions for discussion 
3. Here’s how we see it
4. Questions for further discussion 
5. Unintended consequences

https://studentprivacycompass.org/resource/scenarios-user-guide/

Contact Jim Siegl (jsiegl@fpf.org) and Ellen Mandinach (emandin@wested.org) for more information

https://studentprivacycompass.org/resource/scenarios-user-guide/
mailto:jsiegl@fpf.org
mailto:emandin@wested.org


https://studentprivacycompass.org/resource/scenarios-user-guide/

https://studentprivacycompass.org/resource/scenarios-user-guide/


https://studentprivacycompass.or
g/resource/scenarios-user-guide/

Contact Jim Siegl (jsiegl@fpf.org) and 
Ellen Mandinach 

(emandin@wested.org) for more 
information

https://studentprivacycompass.org/resource/scenarios-user-guide/
mailto:jsiegl@fpf.org
mailto:emandin@wested.org
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What’s Next?
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Student Privacy Trends

● Interest in child privacy that trickles over to student privacy
● Continued pandemic privacy concerns
● Parents wanting opt-out or opt-in on curricular materials -

including edtech!
● Concerns about social-emotional evaluations
● Concerns about early warning systems
● Concerns about sharing data outside of the school



Questions?

Amelia Vance
Founder and President

Public Interest Privacy Consulting
avance@pipc.tech

www.pipc.tech
@ameliaivance 

http://www.pipc.tech
https://twitter.com/ameliaivance

